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All museums should maintain a system for reporting and recording incidents that constitute 
an actual or potential breach of security.  

Reporting security incidents implies a procedure which defines:

• the responsibilities of all staff to identify and report security incidents

• a database which enables the collation of security reports over time. This should be 
maintained by the person responsible for security in the museum.

A security incident can be defined as an event which constitutes a significant breach of the 
museum’s security and which does, or potentially could: 

• place the lives of those using the museum’s premises in danger, This could be a 
bomb hoax  ( The Police and Security Services supply a telephone form for this 
purpose.

• lead to the theft of, damage to, or loss of any objects belonging to the museum’s 
collections; 

• lead to the theft of, damage to or loss of the museum’s assets and property; 

• cause deliberate harm to computerised systems providing the museum’s services; 

• constitute criminal behaviour even where there is no direct threat to persons or 
collections or assets.

The benefits of a security reporting and recording system

A security reporting and recording system:

• provides a consistent mechanism for reporting and recording security incidents

• raises awareness of security issues with all staff

• enables action to be taken to prevent reoccurrence 
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• assists with internal or police investigations 

• provides statistics which, over time, can contribute to security audits and risk  assessments and 
decisions on security resourcing

Training staff to report security incidents

All security staff should receive periodic training in:

• recognising security incidents

• completing incident reports 

• understanding what to do if one occurs

Creating an incident report template  

• include guidance for the report writer which includes: 

• writing the report immediately after the incident

• only including facts, not opinions or assumptions

• using plain English

• not using abbreviations or acronyms

Prompt the author to include:

• names of all of the people involved

• location of incident

• time and date of incident 

• incident details

• date or report

• provide a mechanism for the report author to indicate that they are the author of the report. For 
example, this may be a requirement that the report is printed off, and signed, or that a digital 
signature is used
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