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Buildings and perimeters offer the first line of defence against theft, fire and flood. An 
efficient intruder detection system will quickly idwwentify an intrusion and cause a message 
to be passed to the police to respond, but it provides no form of resistance to the intruder. 
This can only be done by physical means, which can deter and often defeat the intruder, 
or at least buy time for police to attend in response to the alarm. The provision of physical 
defences forms the cornstone of basic security advice. 

A well-designed and well-maintained perimeter fence or wall provides a first line of defence. 
It can also serve as warning of approach to the premises, especially if monitored by alarms 
and CCTV. The presence of bright security lighting, particularly if is triggered by Passive 
Infrared detectors (PIRs), provides a cost-effective deterrent in defined areas.

The nature of the collection, its value and its portability will influence the degree of 
protection provided, but the shell of the building must always be of substantial construction. 
Brick, stone or concrete materials generally provide the best resistance to forcible attack. 
Openings in the shell, such as doors, windows and skylights, must be reduced to the 
absolute minimum and those remaining strengthened to deter and delay entry.

Designing new buildings

Basic security measures can be designed into new buildings. While the architect should not 
be unduly inhibited in the building’s design, an explicit brief on security in the early stages 
is essential. Security advice taken at this stage may avoid the need for additional costly 
measures later on that might spoil the building’s appearance, as well as ensuring that 
further costs are not incurred once the building has been occupied.

Including security features in the original design makes it easier to maintain separate 
security of different elements of the building, as well as limiting features that might help 
intruders to gain access.

Recommendations for design of new buildings: 

• as the shell of the building is usually regarded as the security perimeter, the number 
of openings should be limited to those necessary for access and to meet statutory 
requirements for human health and comfort
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• provision needs to be made to ensure that different types of areas, including stores and 
temporary exhibition spaces, are of a suitable strength and can be kept in a separate secure 
alarmed state while other parts of the building are in use

• separation is also necessary where varied use is made of areas, such as conference or 
entertainment, to provide protection for the collection and to limit the demands for staffing, 
especially during normal closed hours

• doors, windows and skylights must be protected to reduce the risk of large-volume loss during 
the night. They need to be able to resist a determined physical attack and allow enough time for 
the response forces to attend

• the presence of external pipes, ledges and buttresses can make windows, skylights and doors 
accessible to intruders

• access/exit can also be made easier through emergency escape routes, if they are not secured 
internally during closed hours or sufficiently protected during open hours

• good design can also reduce the possibility of thieves concealing themselves on premises 
during open hours, and breaking out after closing time. By avoiding unused spaces, dead ends 
and insecure ducts, the opportunity for someone to hide is reduced

• careful design of the exterior can prevent areas being created for concealment by the 
inappropriate provision of landscaping, shrubbery, porches, recessed doors and adjacent 
buildings

• the risk of attack from an attached building that is not defended to the same degree may 
not be immediately apparent, but can require the party walls and or roof to be of stronger 
construction than normal. Materials such as breezeblock foamed concrete, aluminium 
sheeting, plasterboard, hardboard and bitumen bonded substances are used extensively in 
the construction of buildings, but they cannot offer the same degree of resistance as the more 
traditional building materials including steel mesh.. These materials may also not be chemically 
stable from a conservation viewpoint and may present additional risk to collections as well as to 
human life in the event of fire

Protecting existing buildings

A wide variety of premises are used to house collections. Many were not built for the purpose and 
security requirements may have played very little part in their design and construction. The listing 
of a museum as a building of special architectural or historical interest also restricts alterations or 
additions, unless building consent can be obtained.

Recommendations for protecting existing buildings: 

• unused doors and windows should be bricked up to the same constructional strength as 
the surrounds and include some steel reinforcing. By leaving a door or window in place and 
confining the infill to the interior of the building, it is possible to retain the external appearance. It 
is also desirable, for environmental control purposes, to create an infill with a high thermal mass 
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• skylights should also be eliminated if not required, although it is recognised that in top-lit 
galleries this may be impracticable. There is also the environmental control argument in 
favour of this, both from the point of view of controlling light as well as reducing the risk of 
condensation

• some strengthening can be achieved with the advice of planning authorities, especially by 
taking advantage of maintenance and repair programmes. For example, a roof constructed of 
slate or tile to unlined battens, can be considerably strengthened if the slates are re-laid to a 
closeboarded timber covering and/or an expanded metal layer added beneath the external roof 
cladding. The opportunity should also be taken to add insulation and vapour barriers, where 
appropriate, in order to stabilise the environment

The inherent design of many existing buildings can make it a substantial and expensive task to 
secure all the apertures to the shell. The financial and listing implications can make implementation 
difficult, if not impossible, even if the work can be spread over a number of years. The best approach 
in such circumstances may be to define an initial scheme, which excludes some part of the building 
from the primary security perimeter. By defining a smaller security perimeter drawn around the high-
risk items, the remaining area can become an alarmed buffer zone able to signal the presence and 
progress of an intruder towards the protected area. Collection areas that do not feature outside walls 
and are above ground floor level are less easy to penetrate and may therefore be more suited for this 
purpose.

Door Defences

A variety of different degrees of protection can be provided to doors and their openings.

Recommendations for door defences:  

• an exterior door must at least be made from solid hardwood or of solid hardcore construction. 
Further strength to meet higher risk can be provided by using steel doors of varying thickness or 
ones with a steel sheet insert. All metal doors should include a layer of insulation and a thermal 
break between leafs to reduce the transmission of heat and cold air through the door

• a door frame must always be capable of carrying its door and be of at least equal strength. 
Security doors and frames are available in their own purpose-made sets and should always 
meet the appropriate Loss Prevention Council Standard LPS 1175 Level 4

• glazed doors to the exterior must always be regarded as weak, and therefore must be 
supported by a secondary system such as steel roller shutters, expanding steel gates or high 
quality laminated security doors fitted inside the primary door. If designed and installed with 
care, these can be cost-effective and aesthetically acceptable
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Locking Systems

Locks

The weak point of any door is often the locking mechanism, so care must be taken over the choice 
of system, in consultation with a master locksmith in the case of high-risk premises. Locks come in 
many different types, sizes and qualities – careful consideration should identify a suitable system. 
Traditional mortice locks need to conform to BS 3621. Hinge bolts will help to hold the door in its 
frame during an attack and are essential for outward opening external doors where hinges are 
exposed to attack.

Generally, locks/keys that are fitted to external doors and high risk areas such as stores need to be 
specified as high as possible with restricted key distribution. A mix of lock/key types on each door will 
go some way to reducing  risk. Close control of keys is essential, especially master keys.  Doors in 
exterior walls (perimeter) and to special areas need to be connected to the intruder detection system 
on a 24 hour circuit. There are, of course, many ways to secure an area without using expensive 
locking devices, and many lock/key systems on the market are of a high quality and suited for use in 
these areas.

Access Control Systems

These involve supporting standard locks and keys with an electronically programmable means of 
regulating entry and exit to doors, barriers, turnstiles or gates. Access is gained by an electronic 
access control card with a magnetic, watermark magnetic, barcode stripe or chip or key fob using 
magnetic, infra-red, bar code or proximity technology. Other systems are being developed to work on 
biometrics e.g. fingerprints, and retinal patterns. All of these rely on a continuous power source so 
stand-by batteries or back-up power is essential. A combination of electronic and physical locks on 
stores is recommended

Emergency Exits

While public escape routes are essential, it is important that emergency exits do not make it too 
easy for a thief to make a rapid escape. Interpretation of the legal requirements for escape routes 
varies greatly from area to area, making it difficult to offer a simple solution to any perceived conflict 
between security and public safety which It is a matter for local negotiation with the Fire Officer and 
Building Control Officer. Historically, there have been a number of cases in museum open hours 
where it has been possible for a thief to smash and grab, and flee through a nearby exit. The thief can 
be thwarted if the door is additionally secured by an electromagnetic lock that is connected to the fire 
alarm system, only to release if that system is activated. Alternatively, a solenoid switch incorporated 
into the release equipment can delay the release for a predetermined period, such as 10 seconds. At 
night, when the premises are not staffed, some form of deadlocking can be used, but it is essential 
that it is unlocked when the building is occupied. Staff responsible for opening up the building should 
be reminded of this by linking to the intruder detection system, which will indicate the locked state 
visually and audibly until the key is turned in the lock.
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Window Defences

Windows and roof lights can often present major security problems. Sometimes even very high 
windows can be reached from adjacent roofs or ledges, fire escape stairs or scaffolding. 

Recommendations for windows:

Consider constructing windows using: 

• glass bricks set in steel or concrete frames

• locked or sealed sashes, including a thermal break to avoid condensation, with panes no more 
than 23cm x 15cm

• narrow openings of no more than 15cm

• attack-resistant security glazing

Although it might be possible to treat some windows in this way, the real defence of windows and roof 
lights may have to rely on secondary security measures such as:

• steel roller shutters

• iron or steel bars

• sliding collapsible gates

• secondary security glazing that can bring environmental benefits

• lining existing internal shutters with steel

In buildings where windows need to be defended but not to a degree that demands the use of steel 
bars, steel self-coiling shutters or steel expanding gates, plywood screens can be an effective solution 
if fitted internally. Such screens can also bring environmental benefits.
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